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Dear Sir/Madam,

I am chairing Central Banking’s new training course: cyber resilience — from threats, vulnerabilities, and
incidents to building capabilities, testing and effective management, from September 12-14, 2023.

Experts will join me to provide learning on essential areas such as:

e  What are the cyber resilience standards and practical implementations for central banks to effectively
manage and build cyber resilience capabilities?

e Threats, including incident reporting and response playbooks
e The latest updates on the TIBER-EU red team testing framework

e How to practically implement such red team testing framework and how can you use the testing
outcomes to make improvements

e How to effectively perform vulnerability management, incident management and third party risk
management in order to improve cyber resilience both in the organization and in the eco-system

Cyberattacks pose a serious threat to the resilience, stability, and integrity of central banks and the financial
systems they oversee. Cyber adversaries aim to disrupt or manipulate critical infrastructures, such as payment
systems and clearing and settlement systems, leading to potential financial instability, systemic risk, and
reputational damage.

These risks continue to evolve at a fast pace and at a larger scale and central banks increasingly face emerging
threats like ransomware, DDoS attacks and supply chain attacks. It is critical for central banks and the financial
system to take proactive measures to mitigate cyber risk and remain resilient.

This new course will provide participants with:

e Understanding on how to effectively manage cyber resilience and strengthen resilience capabilities

e Knowledge about the different types of cyber threats facing central banks

e How to organise and implement a red team testing framework

e Insights into vulnerability management, incident management and third-party risk management

e Building critical infrastructure resilience’s and proactive measures to mitigate cyber risks in the eco-
system and ensure financial stability

To join, please register online or get in touch with the Central Banking Training team: +44 20 7316 9136 /
training@centralbanking.com.

I look forward to welcoming you and your colleagues to the course this September.

Kind regards,

Raymond Kleijmeer
Course Chair
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